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Abstract— The development in Information and Communication Technology and the introduction of Internet enabled examinations, have generated
security and reliability issues in e-learning. A lot of academic dishonesty, fraud and identity theft have been constantly reported in literature. Over
the years, biometric authentication was used but this was susceptible to fake biometric input and biometric-database modification. Hence, the
need to develop a model that will curb the vulnerabilities of e-examination in e-learning environment. This work combined password, bio-
metric authentication (facial detection, recognition and verification) and video monitoring using Supervised Machine Learning Algorithms
(SMLA) to address the vulnerabilities of e-examinations. The developed model was tested, using 250 facial images (dataset) acquired from
the entire National Diploma students of Computer Science, Yaba College of Technology. For model testing, the Mean Square Error (MSE)
and the Root Mean Square Error (RMSE) were calculated to determine the efficiency and validity of the model. A window-based application
called E-Learning Authentication and Monitoring System (ELAMS) was developed using Java programming language, PHP, JavaScript,
jQuery, CSS and HTML. MySQL was used as the database on Apache Server. The result from system testing showed that MSE and RMSE
had values of 1.35 and 1.17 respectively, indicating that the solution was efficient and valid. This implies that it was near impossible for any
examination fraudster to match the identity of student in the database. This study provided a new methodology for unbroken e-examination
authentication and monitoring system with high reliability.

Index Terms— Authentication and Monitoring, Biometric authentication, E-examination, E-learning, Examination malpractice, Machine

learning, Supervised Learning.

1.0

In many e-learning systems, user authentication has been a
major concern due to technological advancement and the
growth experienced in the use of the internet. In the tradition-
al learning environment, candidate can be recognized and
observed. However, this may be difficult in a virtual learning
environment. More recently, numerous organisations and in-

INTRODUCTION

stitutions have embraced Electronic Learning (EL) or online
learning as a way of making learning or education accessible
to every individual. Over the decades, the population of stu-
dents that participate in electronic learning has significantly
increased [1], this signifies that electronic learning is becoming
a popular replacement for the conventional (that is, old or tra-
ditional style) classroom setting [2]. Several higher institu-
tions in developing countries such as Nigeria have also ven-
tured into e-learning projects so as to increase efficiency and to
take full benefits of its advantages [3]. However, the electronic
or virtual learning environment is not without its own draw-
backs. Studies have shown that it is difficult to validate or
authenticate users online and to determine if or not an as-
signment was submitted and completed by a valid person or
there was cheating. The processes involved in e-learning have
led to an increased academic dishonesty or deception [4].

[5] Conducted a survey an online examination fraud and
cheating, and revealed that students are liable to cheating be-

haviours when there was no stringent test-taking policy in
place and it is quite easy to cheat in an online environment.
Some studies also confirms that cheating is common in online
examination or test than the conventional methods because in
online or e-learning students can receive assistance or help
without the instructor knowing [6]. Similarly, online examina-
tion malpractice could range from looking up answers in
printed or handwritten materials availably kept for the pur-
pose of cheating, spying the internet through search engines
for possible answers and solution to examination problems, to
student impersonation during an online examination [7]. It is
also worthy to note that the aforementioned means of cheating
in an examination is already been practised by student sitting
for traditional examination, which examiners are having diffi-
culty controlling. For online examination to be considered val-
id and reliable, it is important to apply suitable measures that
will guarantee a fair test or examination. These measures may
include ensuring that a valid or genuine person is taking the
test, the e-examination is free from cheating and that candi-
date is in the right or regulated place (to deter electronic cor-
ruption and illegal assistance), confidentiality, client and serv-
er software in addition to privacy are secured and proper ac-
cess is granted to client before submission [8].

One possible way to curb online examination malpractice is to
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establish examinations test centres. This could prove very use-
ful. However, in an environment where the students are geo-
graphically dispersed, such that few virtual students exist per
geographical location, this method could increase the cost
both for the institutions and students. Hence, a more effective
and applicable method that supports and encourages virtual
learning environment is necessary. This work aims at develop-
ing an improved e-Learning Authentication and Monitoring
System (ELAMS) using logistic Regression (LR) based on Lo-
gistic Loss Function (LLF) and Stochiastic Gradient Descent
(SGD) to address the vulnerabilities of e-examination. The
system
(webcam) and machine learning techniques to detect academic
dishonesty in an e-learning environment.

combines Biometric authentication, surveillance

2.0 RELATED WORKS

Over time, several authentication models have been developed
to provide safe and reliable authentication means in e-learning
environment. Some authors considered securing both the IT
infrastructure and the e-learning application by using bio-
metric authentication approach. [9] Defines biometrics as “the
use of recognition method, such as a fingerprint or retina scan,
to verify that an individual in front of a computer screen is
indeed the person expected”. This could be one of the bio-
metric features (unimodal biometric system) or combining two
or more biometric features [10]; [11]. Many studies have
shown that using a single biometric factor alone is not enough
for a secure authentication method [12]; [13] compared to us-
ing multiple authentication method [14]; [15].

Multi-modal biometrics combines two or more biometric veri-
fication modalities for identification purpose. For instance, a
system may combine face and keystroke or face and signature.
Studies have shown that multimodal biometric system is a
solution to improve reliability and accuracy of biometrics sys-
tems [16]. This is because it improves the recognition effec-
tiveness and also provide higher level of security. [17] pro-
posed a bimodal authentication system using fingerprint and
mouse movement. The system enhances the security level but
was also found to be susceptible to impersonation attacks and
illegal assistance. [18] recommended a multi-biometric authen-
tication scheme using fingerprint methods and face recogni-
tion techniques. The system re-authenticates when typical
behaviours are exhibited. It was observed that this method
enhances security level. The use of fingerprint was considered
a robust way of identifying human beings but the system was
found to be susceptible to impersonation attacks and illegal
assistance because monitoring of the e-learning environment
was not considered.

[19] proposed a secured e-examination system for an unsu-
pervised examination environment based on two examination
models: Integrated and Secure Electronic Examination Unit
(ISEEU) and the Smart Approach for Bimodal Biometrics Au-
thentication in Home examination (SABBAH) to ensure a can-

didate is the correct student, detect cheating actions and apply
penalties throughout his examination (See Figures 1 and 2).
The model aims at providing an authentication approach to e-
learning systems that ensures cheating-free summative elec-
tronic evaluation. This uses a mixture of video surveillance
and a bimodal authentication method. The model is highly
dependent on psychological factors that helps to deter a can-
didate from cheating but did not take into consideration moni-
toring of student throughout the examination process or uti-
lised any machine learning algorithms to detect examination
fraud.
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Figure 2: Structure of SABBAH e-examination model [19].

[20] carried out an experiment using five biometric features
which were ear, fingerprint, palm print, iris, and retina for
identity verification. The result from the experiment shows
that biometric multimodal verification method is more relia-
ble, efficient and effective than using single biometric ap-
proaches. The biometric features combined were too many
and this will increase the cost of implementation. [21] de-
signed an innovative multimodal authentication approach
combining at score level, iris and fingerprint traits. Experi-
mental results using fused performance (fingerprint + iris)
shows a significant improvement for identity verification
compared to using single biometric. This model solves imper-
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sonation problems but does not consider monitoring the ex-
amination process. [22] carried out an investigation on the role
of Multi-biometric Authentication in Professional Certification
E-exams. It was concluded in some studies that “using multi-
ple authentication methods that rely on “who you are’ is more
secure than using an authentication method that relies on a
single ‘what you own or know’ authentication mechanism”
[15]; [23].

[24] reviewed user authentication in e-learning environment.
This study shows a complete authentication method that has
been used in e-examination, the likely threats that are common
during e-exam sessions and the existing commercial user au-
thentication products that are used to observe the e-
examination. Some of these authentication methods are based
on username and password and this has been discovered to be
more vulnerable to several security risks [25]. Some consider
using more than one method of authentication to secure elec-
tronic examination. [26] build a Profile-Based Authentication
Framework (PBAF) for student identification and authentica-
tion in e-learning examination. Even though the result shows
a positive feedback but the number of questions for continu-
ous authentication that was presented during the examination
process were reported to be too many and causes a lot of dis-
tractions. [27] developed an e-examination for Distance Learn-
ing (DL) which makes use of intelligent voice or speech recog-
nition system. It concluded that voice-based e-
examination system will be of immense benefit to the visually
impaired students and also supplement the existing web-
based method.

was

Despite all effort taken to protect the integrity of the e-learning
environment, studies have shown that most of the earlier
models did not take into consideration combining authentica-
tion with monitoring nor fully considered monitoring the e-
learning environment throughout the e-examination process.
Many studies have centred more on authentication; hence this
work focuses more on monitoring using Logistic Loss Func-
tion (LLF) and Stochastic Gradient Descent (SGD) in order to
detect impersonation in an e-learning setting.

3.0 METHODOLOGY

This system was designed as an improvement on Smart Ap-
proach for Bimodal Biometrics Authentication in Home exams
(SABBAH) and Integrated and Secure Electronic Examination
Unit (ISEEU) models (Figure 1 and 2). Data were collected
from students of Yaba College of Technology using purposeful
and random sampling from participants who registered on the
e-learning portal (both textual and biometric data). The textual
data collected include biodata such as Name, Age, Sex, and so
on. The biometric data included fingerprint and facial image
captured during enrolment. Facial image was captured using
the system webcam while a fingerprint scanner is required for
capturing digital image of fingerprint as input into the system.

These data were collected during registration and serve as
training data for both authentication and monitoring. Figure 3
shows the block chart of ELAM phases.

Figure 3: Block chart of the E-learning Authentication and Monitoring
System (ELAMS)

The model was designed using multimodal (that is, face and
fingerprint recognition system) biometric authentication sys-
tem. The captured images from the multimodal biometric
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undergo pre-processing after which noise is removed by uti-
lizing Gaussian filter and nonlinear filter. The pre-processed
images were segmented by separating them into clusters using
k-means algorithms. Image processing and features extraction
of the pre-processed images segmented were done using the
Principal Component analysis (PCA). There was comparison
of features stored in the database with each classified data of
the same type as well as any abnormality recorded.

To develop the application called eLAMS, Apache was used as
the server, MYSQL for the database, PHP as the scripting lan-
guage and Windows was used as the operating system. The
interfaces were connected to the database of pre-processed
multimodal fingerprints and facial recognition. Then, the de-
velopment of pattern recognition algorithms using Logistic
Loss Function (LLF) and Stochastic Gradient Descent (SGD) to
monitor the pre-processed facial images captured in the data-
base against the ones collected during the examination. The
system was developed using JAVA, PHP, HTML Javascript and

JQuery
3.1 Logistic Regression (LR)
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LRis a function classification algorithm thatuses a
class for building model and employs a single multi-
nomial logistic regression model in relation to a single esti-
mator. The logistic regression algorithm was chosen for
this work because it is not affected by the classification prob-
lems of observations that can only assume values in the
range of 0 and 1. As an alternative, in approximating the 0
and 1 values immediately, LR forms a one-dimensional
model in relation to a converted target variable. In a situation
where there are only two classes. Logistic regression substi-
tutes the original target variable.

The logistic regression machine learning algorithm used for
the study consists of a loss function and an optimization
technique.

i Logistic Loss Function (LLF)

Loss function (LF) is useful in measuring a good classifier.

The difference between prediction f(x) and the actual (yi) in

testing set is measured using a loss function. Loss function is

large when what is predicted is larger than the actual label

and vice versa [28].

The loss is the cost incurred (that is penalty) when what is

determined or expected of the target provided by the Ma-

chine Learning model is not exactly equal to the target. The

loss function quantifies this cost (penalty) as a single value

while the loss is minimized by an optimization technique.

Therefore, the logistic loss function ensures that the loss in

the face capturing and face matching is not more than 15%

because the threshold was set to be 85%.

ii Stochastic Gradient Descent (SGD)

Few samples of facial image of a particular candidate were

randomly selected instead of using the whole dataset for the

iteration. The batch approach which denotes the total num-

ber of samples was used for determining the gradient for

each iteration and this batch was taken to represent the whole

dataset. However, the whole dataset utilization is greatly use-

ful when considering the minima in a less noisy or random

number. When the dataset increases, the computational time

This problem was addressed by using a single

sample to perform each iteration for face recognition and face

verification that involves the larger number of candidates.

This sample for performing the iteration is randomly shuffled

and selected.

3.2 Development of the ELAMS

The architecture of the system is made up of five major phases
which are also segmented into modules. Figure 4 shows the
five phases of the architecture. The phases are the Registra-
tion/Enrolment Phase, Multimodal Authentication Phase, Mul-
timedia User Monitoring Phase, E-learning phase and the Ma-
chine learning Phase.

increases.
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Figure 4: Architectural Model for E-learning Authentication and Monitor-
ing System (ELAMS)

P

4.0 RESULT

ELAMS was designed such that the student database is
accessed once the student has been enrolled, registered
and already has a username and password created by the
administrator.
authentication after which the fingerprint and face recogni-
tion will be carried out. For the fingerprint recognition, a
standard SDK for Digital Persona was installed on the system.
The verification part was done using the Feature-Fusion Ex-
traction algorithm which matches the stored data with the
new data capture for a particular user.

For face detection, matching, recognition and verification, an
AWS — API (Amazon Web Services - Application Program In-
terface) called Face recognition was implemented along with
the code for faster facial analysis and evaluation considering
the system configuration, web services and limitation that
could be encountered especially when dealing with face.
Therefore, threshold of a confidence score ranges from 0% to
100%. The closer the confidence score to 100, the more indica-
tion of the probability that a given prediction is correct. The
similarity threshold used for this study for face recognition,
matching and verification was 85%.

The system prompts for login details for
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The enrolment includes: first name, Surname, Email, Phone
number, Contact Address, Student Number / Matric Number,
Username and Password as well as Picture / Face Capturing
which are stored into the database as shown in Figure 5.

- Wi
Take Photo
& RFCORDS -
STCR 12 Nazle Intarmatian
Tlers mama rvamieen Validate User £

) 2019 ELAMS Al Rights Reserved.

- Figure 6: Online Face Capturing
Figure 7 shows successful online face matching and face
recognition verification after successful face detection and cap-
F— turing have been carried out. If the face capturing is not
matched successfully, the user will not be authorized to the e-
examination module.
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Figure 5: Student Registration and Face Capturing Window by the
Administrator

After a successful authorization the student proceeds to the
next phase of the ELAMS for face capturing and authentica-

tion. Webcam Stream  Webcam Photo
4.2 Face Detection, Matching and Recognition

The system validates the student to access the e-examination

portal by first re-capturing student’s face after successful login

credential and fingerprint have been authorized. This is to

ensure that the student whose data have been captured and

stored into the database is actually the one sitting for the ex-

amination. This is done with the use of logistic regression ma-

chine learning algorithm which consists of a loss function and
an optimization technique. The optimization technique tries to
find how to minimize the loss as small as possible. Figure 6
shows face capturing interface for webcam stream and Figure 7: Online Face Detection and Matching

webcam photo in order to take photo and validate user.

4.3 E-examination and Monitoring

The examination interface is designed with randomized ques-
tions so that student performance without any malpractice is
assured. Figure 8 show the e-examination environment before
the student start the examination.
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Figure 8: E-examination Environment

Figure 9 shows the interface after the student has clicked on
start exam button. Again, the system requested to allow the
use of camera. The module once activated will begin the e-
examination monitoring process. Again, the webcam will be
permanently on until the student logs out or the examination
period has elapsed. If the student declines, the examination
interface for questions will not load, and the student will be
forced to logout. Figure 10 show the interface for e-
examination monitoring with the webcam on.
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Figure 10: E-examination Monitoring

If there is any impersonation during the examination the
ELAMS captures that and the invalid face is saved into the
database with status report accordingly. Figure 11 show face
validation interface.
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Figure 11: Face Validation Report for e-Examination Monitoring

Figure 12 show examination results reporting with student
name, student ID, Registration ID, course, Score and examina-
tion date.
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Figure 12: Report for e-Examination Records

5.0 EVALUATION AND TESTING OF THE
DEVELOPED SYSTEM

Evaluation and testing of the developed system was done
showing Accuracy, Sensitivity and Specificity values of 100%
for chosen algorithms namely Logistic Regression and Sto-
chastic Gradient Descent as well as Mean Absolute Error
(MAE) values of zero respectively. The study also, revealed
that MSE and RMSE have values of 1.35 and 1.162 respectively,
which means the solution is efficient and valid. Furthermore,
the developed System, ELAMS was subjected to typical indica-
tor for validating the efficiency, performance and accuracy of
facial pattern matching as also used [29]. The FAR was 0% and
FRR was 1.2%. This clearly shows that, contrary to the claims
of the antagonists who reject e-learning that e-examination can
never be conducted without malpractices, and that it is devoid
of trust and cheating-free, E-learning and E-examination can
be trusted. Hence, the study developed a new methodology
for unbroken e-examination authentication and monitoring
system. This will empower institutions of higher learning to
carry out secure e-examinations remotely at any location of the
candidates’ choice.

6.0 CONCLUSION

It was established that the ELAMS was able to authenticate
and closely monitor e-examination environment. The minimi-
zation of loss function of logistic regression has played a
prominent orole in producing optimal and faster results for
accurate predictions especially for face detection, matching,
face recognition and verification. Therefore, the study con-
cludes that Logistic Regression can be used of binary image
classification and Stochastic Gradient Descent for image opti-
mization for training logistic loss function model for continu-
ous facial image detection, recognition, verification, monitor-
ing and matching processes and researches. The study has
shown clearly that security is pivotal to e-learning systems,
because of the mode of operating at this present time and the
enclosure of
examination operation has been given so much attention late-
ly, so there is always lack of trust with e-examination for any
institutions of higher learning that wants to adopt the ap-
proach.

sensitive information and operations. E-
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